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НАДЛЕЖАЩАЯ ОРГАНИЗАЦИЯ СИСТЕМЫ БИОБЕЗОПАСНОСТИ КАК 
СРЕДСТВО СНИЖЕНИЯ УЯЗВИМОСТИ ОБЩЕСТВА, ЭКОНОМИКИ И 
ГОСУДАРСТВА ПЕРЕД БИОГЕННЫМИ УГРОЗАМИ

Оценка потенциальной уязвимости общества, экономики и государства перед биогенными угрозами сводится прежде 
всего к поиску слабых звеньев существующей системы обеспечения биологической безопасности государства. К ним 
можно отнести как отсутствие отдельных элементов и технических средств мониторинга биологических рисков, так и 
недостаточность имеющихся аналитических средств для принятия своевременных мер по предупреждению биологических 
угроз или устранению их последствий. В целом действующие на сегодняшний день в России системы мониторинга 
биологических угроз достаточно хорошо развиты. Однако их отдельные элементы, во-первых, ведомственно разобщены, что 
не позволяет создать единую систему с общей координацией, а во-вторых, ни один из них по отдельности не дает результатов, 
соответствующих всем требованиям, предъявляемым к такой информации. Так, в России действуют, как минимум, четыре 
отдельные государственные системы сбора информации по эпидемической и эпидемиологической ситуации, которые с 
должной эффективностью решают узкие задачи по инфекционному мониторингу, но, к сожалению, не способны дополнять 
друг друга из-за отсутствия единого аналитического центра с доступом ко всем данным. На сегодняшний день отсутствие 
единого мониторингового центра в области биологической безопасности является фактором потенциально высокой 
уязвимости общества, экономики и государства перед лицом биогенных угроз. Необходима надлежащая организация 
современной полнофункциональной и эффективной национальной системы мониторинга биологических угроз как основа 
для функционирования общенациональной службы обеспечения биологической безопасности и одновременно как 
средство для идентификации и устранения  собственных уязвимых элементов такой государственной структуры.
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To understand how vulnerable are a society, an economy and a state in the face of a biohazard, one should attempt to 
identify any potential holes in the national biosafety system, such as the lack of important components or technologies for 
biological monitoring and the inadequacy of existing analytical methods used to prevent or counteract biogenic threats. In 
Russia, biological monitoring is quite advanced. However, the agencies that ensure proper functioning of its components 
lack collaboration and do not form a well-coordinated network. Each of such agencies alone cannot provide comprehensive 
information on the subject. In the Russian Federation, there are at least 4 state-funded programs that collect epidemiological 
data and are quite efficient in performing the narrow task of monitoring infections. But because there is no central database 
where epidemiological data can be channeled and subsequently shared, these agencies do not complete each other. This 
leaves the Russian society, economy and state vulnerable to biogenic threats. We need an adequately organized, modern, fully 
functional and effective system for monitoring biohazards that will serve as a basis for the national biosafety system and also a 
tool for the identification and elimination of its weaknesses.  

THE PROPER STRUCTURE OF A BIOSAFETY SYSTEM AS A WAY OF 
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Importance of biological surveillance

The terms «biological security» and «biological safety» 
encompass the entire field of human epidemiological 
surveillance, animal, plant and environmental health control, 
and countermeasures to prevent and respond to biological 
emergencies. A situation is classified as an emergency when 
it has such a strong negative impact on the normal activities of 
the population that it can be likened to a national or international 
security threat [1, 2]. Another two important concepts used in 
this review are a biological (biogenic) risk, which is a probability 
of damage (of different severity or scope) to human health and/
or the environment caused by a biohazard, and a biological 
threat defined as an unacceptable biological risk [1]. Therefore, 
a biological threat is an emergency.

Biohazards that pose a threat to national or international 
security are very diverse. Biological risks originate from an 
intrinsic ability of all biopathogens (BPs), i.e. bacteria, viruses, 
toxins, prions, and protozoa, to be virulent to humans, 
agricultural animals and plants. In spite of the advances in 
healthcare both in Russia and abroad, infectious diseases still 
remain the primary cause of disabilities and mortality. According 
to expert estimates, in 2017 the Russian economy suffered a 
loss of over 627 billion rubles caused by only 32 most common 
infections [3]. Importantly, it is not the extraordinary outbreaks 
of emerging or imported infections that contribute the most 
to morbidity and economic damage but traditional seasonal 
endemic diseases, including ARI, flu, acute intestinal infections, 
chickenpox, HIV, and viral hepatitis [3].

Infection control includes such well-known and actively 
exploited countermeasures as vaccination, timely diagnosis, 
antiviral and antibacterial therapies, wide promotion of hygiene 
awareness, update of antiseptic techniques, countering of 
epidemiological risk factors, and eventually improvement 
of the economic and social well-being of the population [4]. 
However, due to the biological nature of infections, the positive 
effect of such countermeasures rapidly declines as pathogens 
evolve and evade these new traps of natural selection [5]. This 
process has a few important consequences. Pathogenic strains 
responsible for seasonal and/or epidemic respiratory and 
alimentary infections regularly «update» their genotypes and 
serotypes; infections start to manifest through similar symptoms 
and epidemics unfold in similar patterns even if caused by the 
representatives of different taxa with different resistance to 
treatment and prophylaxis; pathogens acquire drug-resistance 
and spread undeterred by immunization and undetected 
by standard diagnostic techniques; new mutant strains that 
have never circulated in the human population before arrive 
from their natural reservoirs. In the backdrop of the varying 
efficacy and availability of vaccines depending on the area of 
residence, age or social status of the population, the evolution 
of pathogens can complicate the epidemiological situation. All 
factors of epidemiological risk need to be thoroughly studied 
and timely monitored to prevent epidemics, i.e. transformation 
of a biological risk into a real threat [6]. State-funded agencies 
that provide and oversee healthcare services must have an 
effective tool at their disposal to coordinate epidemiological 
surveillance and predict epidemiological trends. 

The need for an integrated national center for biological 
surveillance aimed at preventing biological threats is articulated 
in the strategy documents of the Russian Government and 
current federal laws and regulations [1, 7–9]. Specifically, the 
Basic Principles of the State Policy Ensuring Chemical and 
Biological Safety and Security in the Russian Federation until 
2025 and beyond [8] define biological surveillance and resource 

provision for its implementation as top-priority tasks faced by 
the national system of biosafety and biosecurity. The National 
Security Strategy of the Russian Federation published in 2015 
[9] instructs state agencies and local authorities to cooperate 
with civil society organizations in order to promote and enhance 
biological surveillance in the Russian Federation. 

The authors of this article consider it necessary to give 
recommendations regarding the organization of a joined 
coordinating center [10] for inter-agency cooperation in order 
to prevent duplication of the existing systems of national 
epidemiological surveillance today, since, as noted above, 
vulnerabilities in the biological security system can be directly 
equated to the vulnerabilities of the entire state and society.

Russia needs an integrated national system 
for biological surveillance

In Russia, federal agencies normally employ 4 major methods 
for collecting epidemiological and epidemic data. Each of 
them is used to solve a narrow range of tasks pertaining to 
biosurveillance, including:

– analysis of incidence of the most prevalent infections; 
– investigation of disease outbreaks;
– control of infectious hazards posed by the environment 

and consumer goods; 
– study of the local incidence of major diseases that 

have a significant impact on the society and the effects of 
epidemiological factors on the subpopulations at risk; 

– study and prediction of seasonal and periodic strains of 
some epidemic infections. 

Let us take a closer look at these methods.
1. The incidence of the most common infections is 

analyzed by Rospotrebnadzor (the Russian Federal Service for 
Surveillance of Consumer Rights Protection and Human Well-
being) [11]. Information is collected by regional and municipal 
healthcare facilities (HCF). Once a patient has been diagnosed 
with an infection, the doctor fills out a report form and forwards 
it to a regional office of Rospotrebnadzor [12]. Rospotrebnadzor 
collects and processes the received data and then publishes 
an annual report. An undisputable advantage of this method 
of data collection is wide population coverage in all Russian 
regions: it keeps account of all infected patients who present 
to hospital. It also involves quite a few HCFs creating a stable 
network that continuously supplies new data to the head 
agency. The homogeneity of the collected data is ensured by 
the uniformity of reporting.

Considering the definition of incidence, which is a ratio of 
new cases of the disease to the annual average population size 
[13], this method of data collection accounts for only officially 
diagnosed cases of infection among self-referred patients. 
Individuals with asymptomatic chronic infections who choose 
not to consult a doctor or those misdiagnosed and therefore 
contagious are not reported. This renders the collected 
information somewhat irrelevant since it cannot be used to 
reliably estimate the prevalence of infection in the general 
population. In most cases, HCFs do not have the necessary 
equipment to identify a pathogen down to the strain level, 
especially when it comes to respiratory and acute intestinal 
infections. Therefore, etiologically, epidemiologically and 
biologically different infections that demand different prevention 
measures and different treatment regimens are reported as if 
they were the same, i.e. their incidence is estimated unreliably. 

In this regard, the creation of a joined monitoring center will 
help overcome above mentioned shortcomings while observing 
the necessary principles for monitoring. At the same time, 
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such a center should not duplicate the functions of the listed 
agencies (such as morbidity analysis, outbreak investigation 
and product safety analysis, scientific epidemiological studies 
in risk groups) [6]. 

2. At the state level, epidemiological surveillance and 
sanitary control [14] are performed by the regional and 
federal centers for hygiene and epidemiology (CHE) of 
Rospotrebnadzor [11, 15]. Their duties include scheduled and 
surprise inspections of water, consumer goods, land reserves 
and other environmental objects for the presence of BPs 
included in the officially approved list, the majority of which 
persist in natural reservoirs, cause acute intestinal infections 
and helminthiases [16–18]. Another area of CHE expertise is 
investigation of infection outbreaks [13]. 

Control of animal infections including those posing a 
threat to humans is executed by regional and interregional 
veterinary laboratories of the Federal Service for Veterinary 
and Phytosanitary Surveillance. However, the agency does not 
share the obtained information with other healthcare services.

CHE owns an extensive network of laboratories across 
Russia equipped with state-of-the-art high-performance 
diagnostic tools for effective and continuous routine 
epidemiological surveillance, accurate identification of BP 
etiology, prompt reporting of imported BPs, causative agents 
of epidemic and highly dangerous infections or those persisting 
in natural reservoirs, and tracking their spread during the outbreak.

At the same time, routine duties of Rozpotrebnadzor 
normally include surveillance of a narrow range of BPs [16, 17] 
using specific tools for their detection [18] that covers only a 
few typical niches, preventing the real incidence of infections 
(even those from the list) from being unveiled and the actual 
vulnerability of the population in the face of these infections 
from being accurately estimated.

Executive bodies of Rospotrebnadzor have sufficient 
experience and efficient tools to detect causative agents of 
alimentary and zoonotic infections, as well as those persisting 
in natural reservoirs, and to investigate their outbreaks. Still, 
they hardly ever engage in the surveillance of parenteral and 
respiratory infections with epidemic potential although the 
economic and social damage caused by the latter exceeds the 
damage inflicted by the outbreaks of relatively rare infections [3].

On the whole, the existing system of epidemiological 
surveillance and sanitary control successfully solves vital yet 
narrow practical tasks that bear only partial relevance to the 
mission of epidemiological surveillance in Russia. 

3. Epidemiological research into a narrow range of BPs 
afflicting some social groups or occurring in certain geographical 
locations is carried out by state research institutions supervised 
by Rospotrebnadzor, the Ministry of Health and the Ministry 
of Education and Science of the Russian Federation. These 
research studies are usually ordered by the state as part of 
what was formerly known as federal targeted programs or 
are initiated by the institution itself provided it has sufficient 
funds to sponsor the study. As a rule, research institutions 
are not expected to perform epidemiological surveillance and 
collect statistics on a regular basis. Still, some of them have 
transformed into centers for pathogen control, like the Federal 
Research and Methodological Center for AIDS Prevention 
and Control at the Central Research Institute of Epidemiology, 
WHO Collaborating Center for Influenza at the State Research 
Center of Virology and Biotechnology VECTOR, or the National 
Research and Methodological Center for Measles and Rubella 
at Gabrichevsky Institute for Epidemiology and Microbiology, 
and have their own diagnostic laboratories. Such centers share 
information about seasonal strains and serotypes of some BPs 

(including the influenza virus) essential for elaborating adequate 
prevention strategies.

These centers use advanced technologies in their work 
ensuring high sensitivity and specificity of detection and 
identification of various BPs and strictly adhere to the rules of 
good epidemiological practice. As a result, they can reliably 
estimate the actual incidence of a pathogen in a certain 
subpopulation at risk or in a reference group.

However, research institutions do not conduct large-scale 
epidemiological studies nor do they engage in small-scale studies 
on a regular basis in the absence of adequate funding. Besides, 
they only deal with their “specialty” pathogens. In addition, their 
findings are presented as articles in academic journals or similar 
literature sources, or as reports that do not comply with a format 
of a statistical report and therefore cannot be readily pasted into 
official papers, given the lack of interagency coordination.

4. Healthcare and sanitary services also gather data on disease 
incidence in different subpopulations, including information about 
the contamination of environmental objects. Among them are the 
Federal Security Service of the Russian Federation, the Ministry 
of Defense, the Federal Customs Service, the Federal Medical 
and Biological Agency (FMBA), the Ministry of Civil Defense, 
Emergencies and Disaster Relief, the Ministry of Transport, etc. 
However, the information they obtain is intended for internal 
use only and to our knowledge is not factored into public health 
strategies. So, these bodies do not participate in epidemiological 
surveillance (at least in times of peace).

 To sum up, in Russia certain components of epidemiological 
surveillance of infectious diseases are relatively advanced 
(Fig. 1) but do not form a well-coordinated network due to the 
lack of collaboration between the involved agencies in the first 
place. Secondly, the collected information does not satisfy 
strict quality and quantity criteria: it cannot be extrapolated to 
the general population, it lacks important information about the 
etiology of pathogens and the rate of data collection is quite 
slow. The most important problem with these methods is that they 
do not complement each other in the absence of an integrated 
analytical center where all information could be dispatched.

The new integrated center is expected to be free of the 
drawbacks of the existing system while complying with the 
principles of biosurveillance [10]. The center should not take 
on functions already distributed between other agencies 
(analysis of disease incidence, investigation of outbreaks, 
control of consumer goods safety, epidemiological research 
in subpopulations at risk). The center is expected to estimate 
the prevalence of biopathogens in the population, identify 
their types and serological markers, contributing to the task of 
reducing the vulnerability of the society, the economy and the 
state in the face of biological threats.

This center must provide functional and organizational 
support to emergency responder agencies in the event of a 
biological threat and increase their efficiency by ensuring a 
more rapid response. The schematic of a network for biological 
surveillance is shown in Fig. 2. 

At the same time, interagency coordination and data pooling 
are not the only activities that ensure efficient performance of 
the national system for biosecurity and safety. The vulnerability 
of the society largely depends on the properties of both BPs 
and tools for their detection.

Human component in screening tests. 
Low rate of pathogen detection 

Arranging scattered sources of data into a network that 
continuously supplies information about current biological 
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risks to the integrated center for biological surveillance can 
significantly reduce response time in the event of a biological 
threat. At the same time, the lack of information sources or 
the lack of specificity, sensitivity, operational independence, or 
automation and low rates of pathogen detection are a threat of 
their own. Specifically, response to an alert about a potential 
biohazard reported by a common lab affiliated with an HCF 
or a center for hygiene and epidemiology (even if it is properly 
equipped) can be unacceptably imprompt, considering the 
time required for testing procedures, data transfer, and decision 
making and the time a patient needs to realize that he/she is 
sick, present to hospital, undergo tests, etc. 

Therefore, a center for biological surveillance cannot solely 
rely on aggregating data from third parties but needs its own 
network of laboratories equipped with automated tools for real-
time pathogen detection [19].

Advances in laboratory diagnostics have boosted the 
development of techniques for rapid automated pathogen 
detection that require little or no human participation and can 
be used along with traditional manually operated tools [19]. 
Being highly sensitive and specific, new automated tools 
reduce the time of the analysis down to a few hours or even 
minutes. Automated devices can keep on analyzing samples 
collected from the environment for the presence of pathogens 
almost non-stop. 

Analysis of airborne aerosol particles facilitates detection 
of pathogens in the air before the latter can be contracted by 
humans, which, considering the incubation period, ensures 
early diagnosis and drastically reduces the number of 
individuals who can get infected, given that adequate measures 
are taken urgently. The saved time can be spent on launching 
large-scale immunization campaigns or promoting prevention 
immunoglobulin therapy. 

So far, immuno- and nucleic acid assays remain the 
most reliable techniques for automated detection of various 
pathogens (bacteria, viruses and toxins) in the surrounding 
environment [19]. Immunoassays are capable of detecting intra- 

and extracellular BPs and the products of their metabolism. 
Nucleic acid assays exhibit higher sensitivity in smaller samples 
[19]. The use of both techniques in combination significantly 
reduces the risk of false-positive results [19, 20], whereas their 
ability to quantify the analyte in the sample increases their 
informative value.

At the same time, requirements for operational independence 
and automation impose certain limitations on these devices 
and assays. The number of stages in the procedure must 
be minimized. The assays are expected to retain acceptable 
sensitivity (at least 1,000 pathogens per one ml of the aerosol 
concentrate) and specificity; both sample preparation and the 
analysis itself must be quick. Given the scope of their application 
and requirements for portability, aerosol samplers and analyzers 
must be small in dimensions, tolerate transportation without 
demanding additional tuning upon arrival, provide unfailing 
performance under rough conditions, and be airtight to exclude 
the possibility of cross-contamination and contamination of the 
working chamber. Maintenance and cleaning must be safe for 
the laboratory personnel.

Indeed, air quality control is a pressing concern. But the 
real scope of application of aerosol samplers and analyzers 
will largely depend on the capacities of these devices: the rate 
of analysis, sensitivity and specificity, the ability to quantify 
pathogen concentrations in the sampled air, costs of reagents, 
assays and the device itself [6, 21, 22]. These factors must be 
accounted for when deploying a network of automated tools 
for pathogen detection in the integrated national center for 
biological surveillance.

Identification of previously unknown pathogens and pathogens 
with unknown characteristics

The number of drug-resistant bacteria has been rapidly growing 
in the past few years. New infections are springing up in all 
corners of the world, and the risk of bioterrorism or biological 
warfare is still high. In this light, development and routine use 
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Fig. 1. The schematic representation of biological surveillance in its current state in Russia
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of novel technologies for the detection of new pathogens with 
unknown properties are becoming critical. 

The use of high-throughput sequencing by microbiologists 
and infectious disease physicians has driven medical 
progress. Commercial tools for next-generation sequencing 
(NGS), including Miseq and Hiseq (Illumina), GS (Roche-454), 
Ion Torrent (Life Technologies), Minion (Oxford Nanopore 
Technologies), and PacBio (Pacific Biosciences), capable of 
reading the entire BP genomes or shorter genomic regions 
have made a significant contribution to clinical microbiology 
and virology and inspired development of new diagnostic 
sequencing-based techniques [23]. By deciphering genome 
sequences of different strains, NGS offers a unique opportunity 
to estimate the virulence potential of pathogen isolates and to 
predict their drug resistance. Identification and characterization 
of virulence factors, especially toxins and antibiotic resistance 
markers, provide an insight into the pathogenesis of bacterial 
diseases and bacterial interactions with the host and drive the 
discovery of novel drugs, vaccines and molecular diagnostic 
tests [10, 24].

The use of next-generation sequencing in microbiology 
and epidemiology opens new horizons with regard to the detection 
of emerging pathogens and exploration of their properties (Fig. 3).

NGS-based methods are now available in some medical 
microbiological laboratories, such as the laboratory at the 
University Medical Center Groningen (UMCG), where they 
are employed to control outbreaks of infectious diseases, 
conduct molecular epidemiology studies, create pathogen 
profiles, study pathogen activity, rapidly identify bacteria by 
their 16S–23S rRNA region, and classify microorganisms. 
NGS is also exploited in metagenomic approaches to clinical 
samples and for tracking transmission of zoonotic infections 
from animals to humans. 

The potential of whole genome sequencing (WGS) facilitates 
adoption of NGS into public health research [25–26]. Applied to 

Fig. 2. Biological surveillance coordinated by the integrated national center
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investigate outbreaks of infections, WGS also yields data that 
can be used to elaborate strategies for combatting the spread 
of resistant bacterial clones. For example, the outbreak caused 
by colistin-resistant carbapenemase-producing K. pneumonia 
that invaded a few Dutch hospitals was handled by referring 
all patients infected with this pathogen to a special healthcare 
facility where they received adequate treatment from a team of 
experts [27]. 

WGS has also proved to be instrumental in preparing profiles 
of highly virulent bacteria, such as shiga-toxin-producing 
Escherichia coli (STEC) O104:H4 that caused an outbreak in 
Germany in 2011 [28].

Molecular identification of pathogens is part of the 
investigation of infection outbreaks. Retrospective analysis of 
data yielded by NGS and WGS may reveal the involvement 
of pathogens that were not identified by PCR or serological 
techniques at the time of the outbreak [29–30].

Routine preparation of pathogen profiles is impossible 
without using a combination of bacteriological, biochemical 
and molecular techniques, rendering it labor-intensive, time-
consuming and expensive. NGS is a reliable and simple tool 
for exploring a variety of properties in a variety of pathogens 
[31–33]. Knowledge of their virulence profiles is critical for 
predicting the severity of the infection or treatment outcomes, 
as well as for risk assessment in the early stages of the disease. 
Because WGS covers the entire genome and not a single gene, 
its contribution to the detection of virulence factors may be 
substantial especially if assisted by special online tools [34, 35]. 

One of the large-scale cohort studies employed WGS to 
obtain a molecular profile of STEC in order to get a clear picture of 
the population structure and the genomic plasticity of this strain 
in the locations of Groningen and Rotterdam (Netherlands) [36]. 
Detailed information about a studied microbial strain related to 
its genotype, serotype, multilocus sequencing data, virulence 
and antibiotic resistance profiles, and phylogeny can be easily 
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Fig. 3. Algorithm for the identification of emerging pathogens, virulence factors and antibiotic resistance of pathogenic bacteria
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extracted from special databases by running a sequence 
search that selectively discriminates between closely related 
strains. Over a short period of time, many strains have been 
described and compared using NGS. The important role of 
WGS is indisputable in situations when a need arises for efficient 
molecular epidemiologic surveillance in separate regions and 
state-wide. NGS is also good at predicting new resistance 
genes, including those conferring antibiotic resistance, in both 
modern bacteria and their ancestors; further experiments can 
elucidate whether these genes are really responsible for the 
observed patterns of antibiotic resistance [37].

NGS-based techniques do not require culturing to detect a 
pathogen and are capable of identifying an infinite number of 
pathogens, enriching our knowledge of the entire microbiome. 
Some authors believe that in the future metagenomics will 
become an ultimate approach to the detection of all possible 
microorganisms [38]. However, large datasets require vast 
bioinformatic and computational resources to be processed 
that are not available in the majority of diagnostic microbiological 
laboratories. Besides, metagenomic approaches are time-
consuming: the whole procedure takes up to 4 or 5 days. 

To bridge the gap between traditional methods for the 
detection and identification of microorganisms (culturing, 
microbiological assays, PCR) and metagenomics, a culture-
independent approach has been proposed based on targeted 
NGS (Fig. 3). In comparison with metagenomic approaches, 
it is faster, cheaper and simpler and has a potential to join the 
routinely used arsenal of diagnostic laboratories. It has been 
proved that the sequence of 16S rRNA gene is a reliable genetic 
marker of a bacterial genus (or even species or strain in some 
cases) as it is present in all bacteria and its function is fixed and 
stable [39]. This gene can be sequenced by NGS from a clinical 
sample without preparatory culturing. Culture-independent 
16S rRNA sequencing has already been adopted in clinical 

routine as a valuable ancillary technique [40, 41]. However, it 
can produce ambiguous results as 16S rRNA sequences can 
be similar in different bacterial species [42].

Another innovative culture-independent 16S–23S rRNA 
NGS-based approach has been recently developed for the 
detection of bacteria in clinical samples. It has a few advantages 
over other analytical tools. It is capable of accurate pathogen 
identification in urine samples, as confirmed by conventional 
culturing techniques [43]. Moreover, it can simultaneous 
identify more than one pathogen in biological samples that 
were previously shown to be pathogen-free by conventional 
culturing techniques and PCR. Indeed, this novel approach 
will significantly contribute to the evolution of microbiology 
and optimize antibiotic therapies. Finally, it will prompt clinical 
microbiological laboratories to routinely use NGS in their work 
and drive the development of technologies and bioinformatic 
software necessary to adapt metagenomic methods to 
diagnostic tasks.

In terms of taxonomy, WGS yields more gene sequences 
to discriminate between species than classic DNA–DNA 
hybridization or 16S rRNA sequencing. Moreover, it can 
be used for phylogenetic reconstruction based on all gene 
sequences constituting a studied genome; conveniently, the 
clusters on the resulting dendrogram will be well-separated 
[44].  Some authors believe that profiles of new taxa should 
include genomic sequences with at least 20x coverage [45].

In the future NGS will help researchers to obtain more 
information about zoonotic transmission of BPs. Pioneer 
studies of this subject exploited low-selectivity techniques, 
such as serotyping [46]. It was not until very recently that 
attempts were made to use pulse-field gel electrophoresis and 
multiple locus variable number of tandem repeats analysis to 
detect specific bacterial clones in animals and humans [47]. 
Many aspects of biological mechanisms underlying zoonotic 
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transmission of infections are yet to be elucidated, including 
its frequency (one or more contacts with animals or animal 
products), associated risk factors (close contact with animals 
or tasks involving processing of their feces) and the contribution 
of antibiotics used in agriculture. Here, NGS opens new 
horizons. Its high selectivity allows researchers to discriminate 
between previously undifferentiated bacterial strains infecting 
animals and humans. Combined with epidemiological data, this 
information will help to better locate and describe the potential 
sources of zoonotic infections [47–48].

Together, the metagenomic approach and NGS constitute 
a method for creating a comprehensive profile of a pathogen 
covering its antibiotic resistance, the ability to produce toxins 
and other pathogenic factors and the ability to pass these 
factors on between species. However, in spite of their good 
potential to identify previously unknown pathogens or those 
with new properties, the application of NGS and metagenomic 
approach in clinical practice is still limited to single cases. 

Emergence of new biopathogens and acquisition 
of new pathogenic properties

Outbreaks of infectious diseases pose a continuous threat to the 
population.  A lot of attention is paid to the problem of emerging 
pathogens, such as Middle East respiratory syndrome-related 
coronavirus and Zaire ebolavirus. But actually, epidemics are 
more often caused by well-known microbes, such as influenza 
virus, Dengue virus, causative agents of tuberculosis, and vibrio 
cholerae. The majority of epidemics are a direct consequence 
of external influences, climate changes or geographical factors. 
However, they can be anthropogenic. Every few years a new 
threat springs up following the emergence and spread of new 
pathogenic organisms. The literature reports new infectious 
agents discovered only recently, in the 21st century [49].  A good 
example of the human role in the emergence of new BPs or 
their new properties is the spread of antibiotic-resistant strains 
and genetic modification of BPs intended for bioterrorism. 

Antibiotic resistance of human pathogens

Resistance of pathogenic microorganisms to antimicrobial 
drugs (including multidrug resistance) has become a common 
phenomenon and is the major factor affecting treatment 
outcomes in infected patients almost everywhere in the world. 
World Health Organization (WHO) defines it as a national 
security threat for many countries. It is a pressing concern 
highlighted in many research works [50–60]. 

Discovered in the late 1930s, antibiotics have saved millions 
of people from death of acute bacterial infections. For example, 
the use of penicillin G, the “magic bullet”, led to a dramatic 
decline in streptococcus-associated mortality during World 
War II. By the time the first penicillin-resistant strains appeared, 
second-generation antibiotics had already been developed, 
such as methicillin, cephalothin, and imipenem. However, 
not many years passed before a methicillin-resistant strain 
of Staphylococcus aureus MRSA was isolated in 1961. The 
following years saw the arrival of other clinical strains resistant 
to streptomycin, chloramphenicol and tetracycline. It soon 
became clear that bacteria are capable of acquiring resistance 
to all known antibacterial drugs. As a rule, microorganisms 
become resistant to an antibiotic after a year or two of its use. 
Many pharmaceutical companies suspended or shut down 
antibiotic discovery projects because the drugs were no longer 
profitable due to their poor efficacy.  Since 1987, not a single 
class of antibiotics has been discovered. Today, too few drugs 

addressing the problem of antibiotic resistance are being designed 
and tested [61]. Global healthcare achievements are at risk: 
antibiotic resistance is spreading across the world leaving patients 
vulnerable in the face of deadly infections and interfering with live-
saving treatments, such as surgery and chemotherapy [62–65].

Resistance to antibiotics is largely a result of their mis- 
or overuse. Statistically, in about 75% of cases prescription 
of antibiotics is not justifiable [64]. Monoresistant strains 
gradually acquire multidrug and then pandrug resistance. A 
new concept of “problematic” microorganisms has emerged 
recently referring to pathogens with multidrug and extensive 
drug resistance, most of which are contracted in healthcare 
facilities where antibiotics and disinfectants are used in 
abundance.  Among problematic bacteria are Staphylococcus 
aureus, Pseudomonas aeruginosa, Klebsiella pneumoniae, 
enterococci, pneumococci, and some others [66]. 

Bacterial resistance to antibiotics is determined genetically 
and supported by a number of well-known mechanisms, 
including inactivation of the antibiotic, modification of its target, 
increased efflux, reduced permeability of outer membranes, 
and bypass of metabolic pathways [67]. It means that 
antibiotic-resistant strains can be directly detected by PCR or 
sequencing, without prior culturing in the media supplemented 
with antibiotics and without the need to identify a species of 
the studied pathogen (antibiotic resistance genes are often 
transferred horizontally even between different taxa). In a word, 
there is an available arsenal of tools for routine detection of 
antibiotic-resistant strains posing a serious biological threat that 
can be used by the integrated center for biological surveillance. 

Synthetic biology and bioterrorism

Although the Geneva protocol ratified in 1925 and so far signed 
by 65 states prohibits development, production and use of 
biological and chemical weapons, it was still thought justifiable 
that BPs could be used in a war as their components [68]. 
Biological and chemical weapons sprayed in Vietnam during 
the Vietnam war were reported by WHO and condemned by 
the 1967 UN resolution (XXI). In 1970 WHO released a report 
about the Health aspects of chemical and biological weapons 
revised in 2004 and re-published under the heading Public 
health response to biological and chemical weapons [69]. This 
document provides guidance for preparing to outbreaks of rare 
exotic infections. It also includes standard recommendations 
for public health surveillance and adequate medical help in the 
event of an emergency. WHO defines biological weapons as those 
that destroy the target by infecting it with disease-producing 
agents, such as viruses, infectious nucleic acids and prions. 

A variety of available technologies makes production 
of biological weapons a relatively easy task, and the only 
reason why such weapons are not developed openly is a 
fear of sanctions or retaliation. Many countries can potentially 
use biological weapons. Since 1928 some states have been 
planning an offensive biological warfare and most likely have 
the resources to initiate it now [70]. The USA (until 1972) and 
the former USSR (until 1992) had very elaborate doctrines of 
biological warfare. Both states designed over 10 biological 
agents, including toxins, aimed at killing or seriously wounding 
people and destroying agriculture on enemy territory [71, 
72]. At the same time, the military use of biological agents is 
forbidden by the Biological and Toxin Weapons Convention 
(BTWC). The states that joined the Convention cannot develop, 
produce or stockpile biological weapons. The Convention was 
signed and approved by 170 states. However, there are no real 
mechanisms to control how well the parties to this Convention 



ОБЗОР    БИОБЕЗОПАСНОСТЬ

12 ВЕСТНИК РГМУ   4, 2018   VESTNIKRGMU.RU| |

adhere to its terms. Development of biological weapons and its 
production can be easily “blended” into the biotechnological 
infrastructure of the state. Besides, the Convention does not 
demand the signees not to “develop, produce, stockpile or 
otherwise acquire or retain microbial or other biological agents, 
or toxins whatever their origin or method of production, of types 
and in quantities that have no justification for prophylactic, 
protective or other peaceful purposes”. It means that the 
Convention does not specify what biological agents or toxins 
are banned and in what quantities. However, chances are that 
if a country takes a risk of developing or producing biological 
weapons regardless of whether it has joined the Convention or 
not, it can easily earn a reputation of a rouge state.

Bioterrorism attacks launched in non-belligerent states were 
first considered a local threat, and heir consequences were not 
thought to threaten national security. But after letters containing 
anthrax spores were sent through the US mail, the nightmare 
became a reality. The anthrax attack killed 5 and infected over 
20 people. As many as a few thousands of people had to take strong 
antibiotics. The letters containing real or fake anthrax spores 
were also found in dozens of other countries, including Russia. 

Bioterrorism is the deliberate dissemination of viruses, 
bacteria or other pathogenic agents that kill or infect people, 
animals and plants [73]. As a rule, terrorists seek to spark panic 
or fear and to cause social unrest or economic damage. Some 
of them are driven by ideological, religious, or political motives. 
Their primary tool is terror evoked by violence. Destructive 
doomsday cults like Aum Shinrikyo inflict mass casualties 
to achieve their own religious goals. However, terrorism is 
prosecuted by law. Counter-terrorism strategies and the lack 
of financial support and infrastructure obstruct implementation 
of successful large-scale attacks. On the other hand, for the 
majority of terrorists, success is probably determined by the 
amount of panic caused and does not need to be accompanied 
by a great number of casualties [74–76].

Another important phenomenon we would like to mention 
here is biocrime. A biocrime involves the use of a biological 
agent in order to kill one person or a small group of people 
and is largely motivated by hatred or financial gain and less 
by political, religious or ideological motives. For example, 
a situation in which ricin was used to get rid of an annoying 
partner or hospital staff were intentionally infected with Shigella 
dysenteriae by their colleague can be described as a biocrime 
[77]. The murder of the Bulgarian dissident writer Georgi 
Markov in London in 1978 by a ricin-containing pellet injected 
by an «umbrella gun» is another example of a biocrime. 

The economic impact of bioterrorism against humans and 
agriculture can be truly devastating [75, 78–81].

So far bioterrorism has taken fewer lives than “traditional” 
attacks involving weapons and explosives. But the risk of mass 
casualties from infectious agents following an act of terror 
is real, though not so high. As a rule, the incubation period 
of biopathogens is long enough to detect and identify them 
before they start causing visible symptoms. Besides, effective 
antibiotic treatment is available for the majority of bacterial 
agents but for multidrug resistant strains. 

There are two principal approaches to creating biological 
weapons: 

a) a known pathogen is transferred from one host to 
another inducing severe symptoms in the latter due to the lack 
of adaptation of the new host;

b) a known biological agent acquires new properties, 
usually through horizontal gene transfer.

Before the advent of synthetic biology, creating novel 
biological weapons using the first approach was thought to be 

unlikely. Now, there is ongoing research into the mechanisms 
allowing prediction of mutations in the genome of a pathogen 
that entail the possibility of gene transfer. So, this approach is 
technically feasible [82–85].

Breakthroughs in synthetic biology are a fair reason to 
believe that in the nearest future we will witness the arrival 
of affordable methods for synthesizing new organisms with 
programmed properties that can be used in basic research 
and routine practice. Key discoveries in this field were made by 
Craig Venter, Daniel Gibson and their teams who were the first 
to demonstrate the possibility of synthesis of new organisms 
with a “designer” genome [82–85]. 

The potential of modern synthetic biology can be described 
by the following functions:

1 — combined chemical and enzymatic synthesis of long 
artificial DNA fragments;

2 — computer-aided design of individual genes and whole 
genomes with programmed metabolic functions; 

3 — highly efficient assembly and editing of artificially 
synthesized genomes in simple biological systems (bacterial 
cells and single-celled eukaryotes);

4 — fully automated remote synthesis of DNA, RNA, 
proteins (toxins), viruses, and bacteria by robotic complexes 
from simple chemical compounds requiring zero human 
participation.

Therefore, synthetic biology can be employed to:
1) rapidly design vaccines and vaccine strains of 

any bacterium or virus, including known and unknown 
microorganisms of any nature, without using “raw” pathogenic 
material. The only thing one needs to have at their disposal is 
the genomic sequence of a pathogen that can be forwarded to 
a lab or an automated device as a digital message. It has been 
demonstrated experimentally that it takes as little as 2 months 
to create an influenza vaccine given that the only “raw” material 
available is information about the sequence of a new strain of 
type A flu;

2) carry out remote synthesis of bacterial cells to colonize 
other planets as part of space projects; 

3) engineer ideal animal donors to transplant their organs to 
humans after introducing into their genome the loci responsible 
for histocompatibility;

4) design and synthesize viruses and bacteria with 
programmed properties that can be used in bioterrorism 
attacks and for military purposes. 

Introduction of new pathogenic properties into known 
biological agents assisted by gene editing techniques and 
synthetic biology seems to be an easier task, as many of 
these organisms have already been well described. Besides, 
there are a lot of simple and affordable biotechnologies for 
horizontal gene transfer between both bacteria and viruses 
yielding pathogens with programmed properties. Open-access 
databases store information about sequences of virulence 
genes that can be synthesized de novo to create biological 
weapons even in the absence of a natural pathogen sample. 

Of all currently existing approaches to pathogen engineering, 
genetic modification by introducing virulence genes into the 
genome of a pathogen is the simplest. Such modifications 
can include 1) incorporation of bacterial toxins into a biological 
target; 2) insertion of antibiotic resistance genes; 3) stimulation 
of excessive immune response of an infected host (cytokine 
storms); 4) synthesis of individual virulence genes and whole 
pathogenic organisms de novo.

Biological agents engineered as part of state military defense 
projects and pathogen repositories are another attractive 
target for bioterrorists. Civil wars, riots, and anarchy in the 
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countries that have biological weapons increase the risk their 
malicious use. At the same time, innovative technologies and 
rapid evolution of science have improved our understanding of 
interactions between pathogens and their hosts and stimulated 
development of medical countermeasures. In addition, they 
have expanded our arsenal of tools for the detection and 
identification of pathogens. Technological novelties, such as 
network cameras and intelligence gathering software, have 
become powerful tools for combatting terrorism and enhanced 
the efficacy of countermeasures to prevent attacks. Advances 
in forensics facilitate investigation of incidents and help to track 
down the biological agent. However, the risk of emergence of 
new genetically modified pathogens is very high and poses a 
serious challenge to the global community. 

CONCLUSION

The analysis of the available literature reporting the emergence 
of new pathogens deliberately synthesized by humans 
leads us to conclude that biological risks can be mitigated 
only if new techniques for rapid detection of pathogens are 
introduced into routine practice. Fortunately, BPs modified 
by humans still retain their old known properties rendering 
their identification technically feasible. However, unknown 
pathogens that spontaneously acquire dangerous properties 
still pose a serious threat. Therefore, the integrated center 
for biological surveillance must have the tools for their 
identification.

Biosecurity and biosafety are serious issues faced by 
the state. The negative impact of currently existing biological 
hazards, the emergence of new and the re-emergence of 

previously known risks threaten the sanitary, epidemiological, 
veterinary, phytosanitary and ecological welfare of the society 
and undermine the security of the state that has to be well-
prepared for any type of a biological threat.

Again, risks associated with the emergence of new 
pathogens or the spread of those with new properties can 
be mitigated only if novel detection techniques are adopted 
into clinical routine and environmental monitoring. Particular 
attention should be paid to the adoption of methods for 
the detection of previously unknown pathogens and the 
development of prevention measures and adequate treatment 
against those re-emerged. 

In this review we aimed to comprehensively analyze 
biological threats to national security by identifying the 
vulnerabilities in the current system for biological surveillance. 
First, these threats are a natural product of pathogen 
evolution through which pathogens acquire new properties 
enabling them to overcome immunization barriers and 
become antibiotic-resistant. Second, the lack of technologies 
for the profound analysis and rapid response to alerts is a 
threat of its own addressed by some of the articles in the 
current issue of the journal. Third, the system for biological 
surveillance is vulnerable in its current state due to the lack 
of interagency coordination and slow response to alerts. All 
these factors urge creation of a national integrated center for 
biological surveillance to promptly aggregate, process and 
analyze information from different sources about all possible 
biological threats. The collected data can be used to model 
how the situation will unfold, predict its outcomes, keep the 
officials in charge informed, and facilitate decision making at 
the interagency level. 
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