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DERMATOLOGY AND TELEMEDICINE: GOALS, ADVANTAGES AND DISADVANTAGES
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COVID-19 pandemic has made changes to conventional health care. In view of the need for “social distancing”, telemedicine services became most in demand,
which constituted a reform of the previous doctor-patient relationship format; dermatology was no exception. Increased use of teledermatology (TD) all over the
world elevated the relevance of the set of challenges related to teledermatology potential and limits, particularly in the light of the expectations of the technology
broader application during the post-pandemic period. The review addresses the issues related to accounting for quality of health care, understanding the social
and humanitarian context of TD, as well as the impact on professional education.
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OEPMATOJIOIMA N TENEMEOVUWHA: LENN, NMPEUMYLLIECTBA N HEQOCTATKIA
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Poccuiickunii HaumoHanbHbI MCCReaoBaTeNbCK MeANLMHCKUIA yHUBepcuTeT umenHn H. V1. Muporosa, Mockea, Poccus

Manpemua COVID-19 BHecna M3MeHeHNs B TPAOULIMOHHOE MEAMLIMHCKOE OBCy>XMBaHMe. B CBA3M C HEOOXOAMMOCTHIO «COLMAaNbHOMO AVCTaHLIMPOBaHSA» OCOOEHHO
BOCTPeBOBaHHbLIMU CTanN YCnyrt TeNeMeAVLIMHCKON MOMOLLM, YTO U3MEHWIO MPEXHUI hopMaT B3aMMOOTHOLLEHWI Bpada v NaLneHTa; AepMaTonorvst He ctana
NCKIIOH4eHneM. AKTUBHOE 1cnonb3oBaHve Teneaepmatonorim (TL) BO BCeM MUPe akTyanmanpoBano KOMMIEKC MPobieM, CBA3aHHbIX C ee BO3MOXHOCTAMM U
HefocTaTKamu, 0COOEHHO B CBETE OXXMAAHUIA Bonee LUMPOKOro MPUMEHEHNS STOM TEXHONOMMW B NOCTNaHAeMnYeckuin nepuog. B 0630pe ocselLeHbl BOMpOCh!
KayecTBa OKa3aHus MEQULIMHCKOW NOMOLLM, MOHMMAaHWS COLMONyMaHNTapHbIX KOHTEKCTOB passntua T, 1 nocnedcTemin 4ns cdepsl NpodeccnoHanbHOro
obpazoBaHuis.
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Teledermatology as a section of telemedicine

Telemedicine (TM) is an information and communication
technology for provision of health care and medical services,
based on remote data communication aimed at diagnosis and
treatment of the disorders, clinical and laboratory assessment
data analysis, and remote patient monitoring. The technology
can also be used as a professional educational resource
(“remote healing and specialized learning”). In the Russian
Federation, the term TM was established in 2001 in the
project of Coordination Council for TM of the Ministry of Health
of the Russian Federation, the Concept of TM Technology
Development in the Russian Federation. In 2017, the concept
of “telemedicine technology” was introduced at the federal
legislative level, which included two spheres of use: remote
care provision and electronic flow of medical documents [1].
Teledermatology (TD) involves the use of digital technology
making it possible to freely advise patients with disorders of
skin or it's appendages regardless of the distance and time
zone; analyze the results of various types of studies, including
dermatoscopy images, by data transmission performed at a
time appropriate both for the patient and the physician; run
remote collegiate conferences in the situations, where the
expert opinion is required.
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Conventional TD technologies are as follows: asynchronous
TD, or SAF (Store-and-Forward), which involves time
delay estimation of spatially dispersed images or any other
supplementary data; synchronous TD, or RT-TD (real-time
teledermatology), involving real-time video consultations;
hybrid model (SAF + RT-TD) and mobile TD [2]. Earlier, TD
most often involved the store-and-forward models. The
number of interactive RT-TD communication significantly
increased during the COVID-19 pandemic. Survey about the
effects of the pandemic on TD performed in May and June
2020, involving 591 dermatology practitioners being the AAD
(American Academy of Dermatology) members, showed that
only 14.1% of respondents used TD before the pandemic
compared with 96.9% after the COVID-19 emergence; 58.0%
of dermatologists assumed they would use TD in the future
regardless of the epidemiological situation; 72.0% of physicians
rated hybrid model as the most accurate [3].

According to a number of researchers, TD and face-to-face
consultations have comparable diagnostic accuracy [4; 5]. The
real-time work has certain definite advantages, such as first-
hand opportunity to ask clarifying questions, resolve disputes
and explain obscure points in a timely manner, control patient’s
understanding of the recommendations received. However,
the quality of video used in RT-TD is usually lower than the
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quality of static images used in SAF, particularly with respect
to teledermatoscopy and ultrastructural analysis of features in
melanocytic, vascular or keratinized cutaneous neoplasms.

In 2021, the results of 2632 TD consultations, conducted
from 16.03.2020 to 01.05.2020, were published: SAF
accounted for 36.2% consultations, and RT-TD accounted for
63.8%. A total of 54.2% medical service providers preferred
synchronous consultations for the reason of benefits provided
by face-to-face doctor-patient communication. No preference
was expressed for selection of TD modification for initial visit,
however, 66.7% of medical service providers selected RT-TD
for return visit; 87.5% preferred synchronous consultations for
patients with connective tissue diseases and immunobullous
disorders, as well as for patients receiving biological therapy
[6]. TD modification with greater differential diagnosis variability
in relation to particular patient was determined: with the use
of RT-TD, the number of diagnoses varied in the range of 1-5;
with the use of SAF, it varied in the range of 1-3. RT-TD provides
conditions as close as possible to in-person visit, therefore the
doctor-patient relationship can deviate from simple analysis of
actual data, which expands differential diagnosis and, in turn,
affects the diagnosis accuracy.

TD could prove indispensable for remote in-patient
assessment given insufficient staffing of hospitals all over the
world with dermatologists. The study of diagnostic impressions
and therapeutic recommendations in facility-based clinician,
external dermatologist (ED) and SAF teledermatologist (SAF-TD)
involving 100 patients revealed no substantial differences in
the diagnosis accuracy and subsequent prescribing therapy
between facility-based dermatogist and SAF-TD: ED advice
resulted in diagnosis change in 50.9% of cases, and SAF-TD
in 54.7% of cases respectively; ED changed systemic therapy
in 41.5% of cases, and SAF consultations resulted in treatment
adjustment in 47.2% of cases. When comparing ED and SAF-TD,
diagnostic complete and partial agreement were 52.8% and
84.9%, respectively; systemic therapy agreement was reached
in 77.4% of cases [7].

Mobile TD and teledermatoscopy (TDS) include the
expanded specialized TM services allowing one to send and
receive data via smartphones and appropriate applications.
Survey of dermatology practitioners in Australia showed that
more than 50% of respondents sent and received clinical
images on their smartphones at least weekly; this value in
young professionals and interns was 89% [8].

The researchers consider the opportunity to significantly
improve and quicken access to specialized health care in remote
regions understuffed with specialists the main advantage of TD,
making it possible to eliminate health inequalities. Moreover, TD
can improve access to treatment in patients, who face certain
social and economic barriers: childcare periods; decreased
mobility; severe social anxiety; complex work schedule
[9]. In these cases, there is particular interest in the use of
asynchronous TD: the physician performes assessment of
images, video and examination results without any in-person
visits, and usually spends less time on dealing with each
individual case, which can be considered an advantage given
the shortage of professionals. It is assumed, however, that the
patient would not deal with lack of attention from the doctor
during the remote consultation. In a survey of 52 patients with
acne, who used TM services during the pandemic, 92.3%
rated the attention paid by the dermatologist regarding their
disease as favourable; 86.5% of patients were satisfied with the
duration of the visit [10].

Moreover, at the level of general practitioner, TD enables
screening for various dermatological diseases assigning the

patients an urgency category (“immediate” and “delayed”) for
further specialized care provision. Simple techniques allowing
the patients to improve the quality of skin lesion images to be
used during the further general therapeutic SAF consultations
themselves have been proposed: "tape dermatoscopy"
technique (immersion fluid placed on the lesion, covering the
lesion with transparent adhesive tape, recording the image
with a smartphone) [11]; “drop TD” technique (applying clear
alcohol-based sanitizer with subsequent recording of the image
using no adhesive tape) [12].

Limitations of teledermatology

Although the potential benefits of TM are obvious, and
dermatology, being a discipline based a lot on the use of
images, seems to be the most appropriate area of medicine
for the use of TM, the widespread adoption of TM in this area
meets serious resistance from healthcare professionals. For
example, poor stream video quality or sharing poor-giality
image files can complicate the doctor-patient relationship and
result in various errors. Images of affected body regions having
insufficient resolution, as well as restricted photographing
private parts covered with rashes, could be a serious obstacle
to morphological elements assessment, analysis of the disease
development, diagnosis, and determining the required scope
of the examination.

When working in the TD format, there could not only be
technical difficulties, such as data networks integration, as well
as the issues related to licensing of TM systems, combining TD
data with electronic patient records, and financial reporting, but
also ethical dilemmas related to confidentiality of the information
provided, quality control in healthcare, and regulation of
the subsequent physician’s liability being the result of “long-
distance” examination performed by specialist, even in case
the physician and the examined person come from different
jurisdictions [13].

The loss of real-life communication between the physician
and the patient is one the major ethical issues related to TD.
During the in-person consultation, dermatologist performs
general and specialized instrumental examination of the
patient, e.g. luminescence-based examination, diascopy,
etc., helping to distinguish dozens of disorders and establish
the presumptive diagnosis, inter alia based on the patient’s
scent, skin peeling pattern, tactile sensation in palpation, and
staining of the skin with special dyes. TD consultation deprives
the physician of this possibility. The vast majority of patients
reported satisfaction with the quality of healthcare services
during the study aimed to assess the patients’ perception of
technical expertise on the use of synchronous TM during the
COVID-19 outbreak. However, 68.7% of patients pointed out
they would prefer an in-person consultation for their next visit
rather than virtual consultation [14].

Despite years of efforts to implement TD and TDS for
skin cancer screening [15], as the pandemic continued its
progress, it became apparent that extended remote follow-
up, delayed face-to-face assessment and surgery can result
in exacerbation of chronic disorders, and delayed cancer
detection and treatment. One notable limitation of TDS is
inability to perform full examination of skin on a regular basis.
Since the incidence of melanoma has increased more rapidly
compared to any other cancer type during the pre-pandemic
period [16], TDS innovations can exacerbate this dangerous
trend [17] and result in reduced early diagnosis and increased
mortality. The impact of time to definitive stage I-lll melanoma
surgery on overall survival was assessed by using the National
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Cancer Database (153,218 patients) data [18]. Multivariate
analysis of cases in all stages showed that the patients who
were treated between 90 and 119 days, and more than 119
days after biopsy, had a higher risk for mortality compared with
those treated within 30 days of biopsy. It should be reminded
that survival rate in patients whose melanoma is detected
early reaches 99% [19]. The intra-group stage-based analysis
performed during this study revealed higher mortality risk in
patients with stage | treated more than 30 days after biopsy;
surgical timing did not affect survival in stages Il and Ill.

Inability to perform procedures is one more notable limitation
of TD [20]. It was recognized in the beginning of the pandemic
[21], which reflected the situation in other areas of medicine,
where the need for various manipulations being a difficult if not
impossible task for a layman at home had become a problem.

Thus, despite the enthusiasm related to access to
dermatological care, clearly understandable during the
pandemic, TD still cannot compete with face-to-face
medical consultations and can be used in the situations with
no alternatives by fully qualified dermatologists. Moreover,
confirming the professional competence of the physician,
usually contacted by patients from anywhere in the world, also
becomes a problem.

It is also important to point out that TD cannot fully address
the problem of access to health care services, since not every
patient has the required level of literacy, as well as access
to broadband Internet and equipment for photography and
videoconferencing. This problem is urgent for many countries
and regions all over the world. Thus, in India, where the shortage
of dermatologists is particularly acute, TD has been treated as
a promising opportunity to revolutionize dermatological care
during the COVID-19 crisis. However, availability of stable
Internet connection and technological illiteracy have become a
serious obstacle for widespread adoption of TD in this country [22].

Teledermatology and specialists’ education

TM in the “doctor-to-doctor” format is also considered
an important educational tool for improving professional
competence in medical students, dermatology residents,
and professionals with little practical experience [23]. Some
professionals believe that integration of TD in residency training
programs could have a significant impact on the dermatologists’
professional competence formation.

Furthermore, such online education technologies as video
lectures, interactive teleconferencing, virtual microscopy, and
clinical simulation have become very popular among medical
students and resident physicians, and have proved to be
effective; these technologies could constitute a significant
proportion of self-directed clinical education and enable
objectification of the subsequent knowlege assessment.
According to the survey of dermatology residency program
directors conducted in 2016, 69% of respondents were
interested in potentially incorporating TM into their curriculum [24].

However, to practice to the fullest extent, dermatologist
should have not only deep theoretical knowledge and large
visual memory storage capacity, but also possess various
surgical and procedural skills. To date, online broadcasting
of surgery performed by highly qualified professionals is
quite common. However, despite the attractiveness of TM,
productive TM applicability in students, resident physicians
and experienced physicians differs [25]. The experience
of Netherlands and Australia, where TD is integrated into
health system as an important supplement to conventional
dermatological care, and the electronic records are accessible
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to all users of the system, is a successful model of using new
technology [26].

Teledermatology in the context of healthcare digitalization

The use if TM in dermatology is a part of a broader trend of
health care digitalization, improvement of health care capacity
due to strong deployment of information and communication
technologies at different levels of the health system
organization, as well as in extra-clinical sphere as a result of
rapid development of the mobile health (mHealth) market.

The clinical decision support programmes based on
deep learning and artificial intelligence (Al) technologies are
being vigorously developed. The results of the diagnostic
performance comparative analysis performed in 2020 in
human subjects and ResNet34 system, being a convolutional
neural network (CNN), involved construction of contemporary
computer vision models in multiple settings. In an effort to
identify optimal conditions for further beneficial human-
computer collaboration, a total of 302 physicians from 41
countries were surveyed: board-certified dermatologists
accounted for 56.0%, dermatology residents for 25.5%, and
general practitioners for 12.6%. During testing with the use
of benchmark test set (1412 dermoscopic images) of various
cutaneous neoplasms (melanoma, basal cell carcinoma,
actinic keratosis, intraepithelial carcinoma, melanocytic nevi,
benign keratinized neoplasms, dermatofibroma, vascular
lesions), the ResNet34 sensitivity in all categories of images
was 77.7%, and the accuracy was 80.3%. ResNet34 was
most beneficial in assessment of such pigmented lesions as
actinic keratosis and intraepithelial carcinoma compared to
other types of lesions. Medical decision-making support with
Al-based multiclass probabilities improved the accuracy of
human raters’ work from 63.6% to 77.0%, however, it was
of little effect when predicting lesion malignancy in laboratory
settings. According to the authors, the Al-based computer
system performance should be tested not only in real world,
but also by the target user. These systems should not be
recommended as standalone devices for widespread use [27].

It is quite clear that Al-based diagnostic systems would not
replace dermatologists in the near future. However, significance
of such systems for diagnosis and increased provision of care
cannot be denied. Both physicians and patients aware of
the advantages and limitations of health care technological
innovation given the specificity of dermatology as the field of
medicine should be ready to use the Al-based technologies.

Conclusion

The experience of the TD broader use during the pandemic
revealed both TD potential and limitations, many of which had
been previously discussed by the specialists. It is obvious
that most of the issues would gradually be resolved due to
new technology development (for example, image quality
improvement), development of ethical standards and legal
norms (issues of confidentiality protection), bridging the digital
divide between the generations, active incorporation of TD
programmes into medical education, and would encourage
the further development of this field of medicine. However, the
development of TD in a socially responsible and patient-oriented
manner requires understanding both dermatological care
peculiarities (the need for visual and instrumental examination,
as well as for face-to-face contact) and the features of doctor-
patient relationship, which largely determine the diagnosis and
treatment success.
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